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11.1 ;ﬂﬁlﬁdﬁéfm%’uﬂszﬁu%wémﬂ%&wwm61 Taunseuiu ”agqmﬁmaammq Foyeyn 1oe 0.
AosaninTaldany USuuseseuu udavgdndesiugnanle

11.2 §lfig9zdessuUseiuanudisaunnsesvevenlsiuag svuu uazaunsaiiag oe
ﬂauﬂaL@@%LL@JWLLagLﬂ%szhsmﬂsmmsﬁlﬁmw%famﬁ’ué’mmﬁﬁmaammqf@m aneluszeziia
fanansruuaonimoiuioreniuaidigaunnies ieldnuldléimuavioudursdan {lsn
wdosdnlitiimidiidenudonguazivsraunisaliie Suduiunsudluanutigaunnses
aelu 2 Falus uwagdanisdeuneundlaelianmisoldauldnigly 8 $alus dudusiaand s
Teudsrurgaunnsesliflfigmsunansdn nsdwiladeud v3e E-mail Tneidunsinis
uAlo/douuss o anufiiads viodnuiinnud swa. fwma (On-Site Service) uuy 24 1l 7 u

11.3 nsdildannsodenuausienis 2.1 Wiudrasaneluszoznaniinmun gligades
FnvnoglvanieTangunsalvieveriuiffanautilimnivenfnndedninunly s, 1w
naunuile sy uuResimeinudya ansovhaulfauninesdounsuszuuassianositnga
uduaaanansaldauldfdud uazlunsdigligidenihgunsaiflideniotigaludenuaundly
Meuen JigisenihaunsalfainanduunAulaesy

11.4 nsdinswdsutangunsallilni fangunsaiduasdesfinuaudilisiniweuds
Huvedlminlinegldnuinneu wagliifuveadniu

115 fIinagaesiudseduaun1nnisidusnis (Service Level Agreement : SLA)
YBIUINITIEUY E-mail wasangondwisssuudinanuwuuesuladnute 2.4 lag sy, anunsald
suszuuldlildninfesas 99.9 delfou

116 nsdinwensuisniessuuiildumdentudyanil hauunnses wavilnalvigunsal
govfiag videsruutes sy, demeliaunsaldauldudmnieiimun {lidnasdesiuiinrey
aldarefiantuimslumshligunsal sewsuas viessuuidemenduanldauldffasu

s
12. Ua@guans
12.1 Lﬁaﬁuamﬁ'ﬁg@']m AUTD 6 LLé’asﬂﬁLﬂhéfaqdwauLﬂ%amauﬁaLmas‘LLmemu%’a 2.1

LLauaUmmwwm‘Lué’m i Tun sulw. IﬂﬂlﬂLﬁUﬂﬂ“Kﬁ]’]ﬂ@ﬂ WAy

12.2 gl waz/miodmiivesdliinn Mdrdsszuumaluladansaumeaves sy, doq
%"um’mLLazﬂgjﬁ’ammuIamsJms%’ﬂmmmﬁumﬂaamﬁ'asumivwLwﬂiu‘[,aﬁmiaummaa vy,

W\/(ﬂ(]/b %{ /ANUNNANUIN...
J\MM


จิรายุทธ จิตรังษี


MAUNIARLIN 7. LazazAesdnyIALEUss 9 AldarnnsuftRnu Tneviudflk e was/mie
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123 {lfig19zdesdsyaainsidnsaunisinevsuduanuiuasasadoasaume
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AIANUIN N.
Yo VUAAMANYULYIINER

1. indesnaNinmeduiitieg (Rack Server) dmsussuuneyfiumesiveiaiousiuiuesaos
3 1309 uawiaTesdinnuantRosatioeviefiniwed
11 sesfumsinsassuuufiiinig VMware vSphere ESX 9.0 Idlfusgnstion
12 uelosmenfinnoiulineuuu Rack Server 1u1m 2U
1.3 duiheuszulananad (Intel Xeon 6 Processor) 97U2U 2 #U18 bAaziuIeiLny
Usvanana (Core) litipenin 16 unu e dyaauinilidesnin 2.2 GHz
1.4 dndaganudmvan (Main Memory) WUy DDR5-6400 %3 oan31Usunalitiounia
1500 GB
15  fmheauAy Hard Disk Controller fi5a33un13¥iau RAID 0, 1, 5,
1.6 i1 Hot Plug Hard Disk wuu Serial Attached SCSI (SAS 12G) A% litaenan 300 GB
ANUISISEURETBY 10,000 rpm S1uIUBENITRE 3 Wi
1.7 & Network Interface Adapter WUy 10GB SFP+ 91121 2 %118 Laazruiedd1uI
pgalee 2 Ports Weay Port finanusalitesnin 10 Gbps WSy Module §1uau 4 Modules
ﬁm%"uL%auﬁaﬁuqﬂﬂiﬂiﬂizmaé’@aunmwé’ﬂ (Core Switch) ¢ s¥lu. 19 waganuduamige
asunufidadlday
1.8 il Fiber Channel Interface Adapter 3113 2 ¥y usaynuleddnnuessiley 2 Ports
usiaz Port Saruisalalifonndn 16 Gbps dwsuideudaiu SAN Switch 1es v, wiosisgunsa]
waranedyanie Asunufideddy
1.9 i Management Port WuUU Gigabit Ethernet #50fn11 1uIUBEUOY 1 port
1.10 fUsunsulun19mIUANTZUL (Management Software) 44371A3 04111871961
Feafuirsesmeuimes fideuaunsoegatossail
1) 1Jusyuuwuy HTML5 Web Ul
2) anunsaldeu TLS1.2 Iaduedstioy
3) @ansalinstudusinuiuseuy Microsoft Active Directory el
4) @ansaltn1studusinuluy Multi-Factor Authentication 161
5) @u13abgaru CD/DVD, USB Flash Drive kuu Virtual Media 161
6) @U13OAIUANMENGD L1 AdUBIAIINTEEEING UL Virtual Console
7) @awsandafewvanisaliaundvesa Unsal vudeUszulanans (CPU)
wi8AU31 (Memory) niiedaiudeoya (Hard disk) wazwwasangll (Power
Supply) H1U E-mail
8) awsansnasunsindsnueundtldesneos 24 4l
9) dsufinvmmsnifiintulufgunsaitufinmanisal meusn (Log Server) 1#
1.11 {1 Power Supply %UU Hot Swap 971U3U 2 49 ¥1191ulkuy Redundant Fean3nsn

nenasy Power Supply flasanisldlaglifesdnimdes
%/,4./4("’
Gori i
[
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1.12 ﬁﬂ'15%’U1Jizﬁ'uﬁmwﬁwqﬂumwiawmLﬂ%'amauﬂama%nﬂ%udw NUTYNHWER
naemegdyQ T 24 Falus 7 Yu edluduroiniaudly desusy wasthsednugliiaides
$ulinvou TieAuss avlva Tnewdhdndunts a Aifakusies (On-Site Service)

113 gunsalynensiiausdiesannsaldauiuszuuliin 220V AC 50Hz susnsgIy
vossznalnegldlaglaifodldgunsaiuasszuulnih uazudnlwihwesgunsainnsemsasdeady
wiln 3 91 @ndmiuanehn)

114 gunsaiynsIensiiaueresansafnduug Rack ifiaanunitssuin 19 4914
wiouguUnsalinen dmsunisinis

2. #NALITITUU VMware
2.1 favsmisldrumonduaiszuu VMware Ju vSphere Foundation vi3efiniy
22 fansnslduATUSIUMINSILILYEILNUYSELIANATDILAS BIARN RIS LAY 1E
Aude 1 wiomuilaus
2.3 fAavsmIuusiueseidusnano1gvesdynn

2.4 fansnsudslymnisldauiuinvendndueilagnsauy 24 43143 7 Junasnany
YDIARYEY

3. YaNAwIsITUUUHURNTT Windows Server Datacenter
3.1 \{uszuuuFtRns Microsoft Windows Server Datacenter 2025 #3a3uangaiiivneg
AIUYBDINANN
32 favsmsldnuasuiunustuTe Ul sYInaNave s RIneN e Iitemut e 1
Wiomuaue
3.3 fAvEnsUiulsssuesmenduainasnenguasdaygn (SA)
3.4 Avsnisldnuduves svi. Lﬁaéjuqﬂﬁ’aujapué’a

4 UIN1558UU E-mail wasyngevdwisseuudiinnuwuuesulal
4.1 gausnsszuvdtinauiuvesulal (Office 365 wuu E3)
411 fiuiifuioyalndienarsdidinnsedindegneios 5 T8 sofldeulaglifus
fuinsléeussuuanmnedidnnselind waranunsaveiiiudoyaiisials
112 fszuudisesteyalaedesaunsaiienau (Restore) lildlanansignauls
aelu 15 Judfuaniuiinisay
4.1.3 g uinisdulevienissnwiaiiulasadvvesdaya A1uUszn1AYel
ANENTIINTEINTIINBIENNIoind Bes uumemsliuinisaand na. 2562
4.1.4  {liuin1siuleuignsusnisinnisyeyad IuyARanINLIATEIU PDPA 989
Uszimnalneurioifisumingu GDPR (General Data Protection Regulation )
4.15  Hszuumsdaiu Log msldaulaeenstas 90 Tu
4.1.6  szuvazdesiaumdeslday (Uptime) lisnindeuay 99.9

Gorieh Lo 47/ e
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4.2 yausmsszuudinauwuuesulatl (Office 365 wuu E1)
421 fiszuu E-mail dwsuesdnsfifiiuiidaiy E-mail agnsiien 50 GB dofldan
022 fiufifuioyalndienarsdidinnsedindesneios 1 T8 dofldaulaglaifus
fuiimslinuszuanmnedidnnseding

4.23  HgondAwisuuu Web Application pgnstiagsial

1) Word Excel PowerPoint

N

Microsoft Team
Microsoft Outlook

2~ W

Microsoft OneDrive

N O

Microsoft Booking

~

Microsoft Form

o

Microsoft SharePoint

\O

)
)
)
)
) Microsoft Planner
)
)
)
) Microsoft OneNote
10) Microsoft Calendar
11) Microsoft List
12) Microsoft To Do
4.2.4  fszuudrsestoyalagdodarunsniienau (Restore) Tayaannung nald
lenansiignauldnielu 15 Jutfuanfudivinnisau
425 ndenavanesiomnizdadlaiumsuniesiesruutestulauasuayanly
4.26 Hluinisdulevienissnwiniiulasndvvesdaya A1uUsEN1AYDY
ARIENTTUNSEINTIIMBIAnseding Bos uumnsmslduinsaand we. 2562
4.27 glauinisiuleuignisuimsdnnisdeyadiuyunnan1uiinsgiy PDPA
oUsTIAlNEUI OB ULYINLU GDPR (General Data Protection Regulation )
4.2.8 Hsyuumsdaiu Log msldaulaeenstas 90 Tu
429 szuvasdediaundouldinu (Uptime) lusnindesas 99.9
4.3 U3N155%UU E-mail wuvesula
431 fiszuu E-mail dwisuesdnsfidiiuiidaiy E-mail agnslion 50 GB safldan
432 Twenduwisuuu Web Application fianunsaldeuszuuuimsdnnis E-mail
msedavine Aanssu msUszyn MedesAnde I vievhriulusunsuiidenste Wy Microsoft Outlook
433 dsyuudisesdoyalagdedarunsniienau (Restore) Tayaannung nald
lenansiignauldnielu 15 Jutfuanfuiivinnisau
434  nadenavneTenIzdedliiumsuniesiesuutestulausuazanda
435 gluinisdulevienissnwiainulasadvvesdaya A1uUsen1AYel
ARIENITUNSINTIIMBIANseding Fos uumnsmslduinsaand . 2562
43.6 gliuinsiuleuienisuinisdnnisteyadiuyananIuu1nsgIu PDPA
YosUszivAlensoIisuinLgy GDPR (General Data Protection Regulation )
4.3.7  flszuunsdaiu Log nsldanulasenatios 90 Tu
438 syuvazdesdiamnundedldau (Uptime) lisninfesay 99.9
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AANUIN V.

1599 ulsurenissnwanuduasuaenisvasszuumalulagansauma (aUuuiuusensan 14)



<>

myso W vuaaaruuradszinea ng

MASS RAPID TRANSIT AUTHORITY OF THAILAND

SPiamfaneldmiuvesiguunIicniTnIenTIANIAY
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

Uszniamssalniivudarasuuislssmalneg
1394 Wlguiensineanuduaslasnievesssuumalulagansaumna (aduuiuusensei 14)

menszsvngul Mivuardninasiua3smslunisingsnssunididnnsedndniasy w.e. 2549
1131 5 Mnualiniisauvessgiesdniuuulovisuazuuiujuialunssnwanuiunslasade
fuasauma olinsdudunisle g Fe3fnsmedinmsedindfuminsnuresdgielnemiseauvesdy
finnusfupsUaensouavdotiold SwdmalszuumaluladansaumevainissalifivudanasuuisUss wmelng
(591.) dosdinssnwarusiuaslasnseesszuumaluladaisaumaogansudiuiiiosnselidaaiudu
(Confidentiality) A211gnABIATUNIU (Integrity) azaninniouldaru (Availability) vosansauine S2uWa
@mamﬁ’ﬁgu Loun ANNABIRTIRSY (Authenticity) AMNSURA (Accountability) N1sviuUfiasausuiingey
(Non-repudiation) wagA L dede (Reliability)

UszmeRniznssunssInssumadidnnselind Fewuwnleuneuazuunujoalunssmmnaasiuag
Uaonfosuasaunavesmiieuvesiy @UIufl 2) wa. 2556 1o 14 Auualimienuvesigiesiivug
AnuuRaveUiitalau nsdlszuunenfmeiviedeyamsaumaiineudemeviosunsela 9 unesdnsvie
Fuilefla Suidlownanauunnses azias vied Hunsuitamuulounsuasunufialunisinueusiung
Unonseduansaune i Ui ssedugaaavamiiagsu (Chief Executive Officer: CEO) uf{fuintay
somuidss mudevne viodunsiefiiniy

p1fgguIan NANluLIng 25 wisnsysstyganissalniivudanasunisuseinelng
w.A. 2543 ginsnissaliihvudanaruumisUssnalne Jwenusemanissalnivudenavuuisdsenalny
594 Wlpvremssnwiauduaslasnsevesssuumalulagansaume fadoluil

1. Tnguszasduasvaulan
ielwnsldanussuumelulaBasaumaves sy, ulUsghamngay fuszaniam Sanuiuasaonse
wazanansasilunuldedidadies sunilosiullymuarasnansenuainnsldiussuumeluladansaumne
"Lué’nwmzﬁlﬁgﬂﬁaw'%amﬂmigﬂﬂqﬂmmmﬂﬁamq 9 ﬁﬂﬁﬁmu@u‘lamEJLﬁammumﬁﬂmmmﬁumﬂaamﬁ’a
yesszuumaluladansauma il
1.1 mswhdwisemuaunsidnuasaumnansauAqy 4 91U e
1.1.1 nswnfessuvansaumna (Access control) ﬁmmwaaumiayﬁaﬁm%‘msLsﬁﬂﬁﬂszwuaz
fuasvianiiu n1sasmedoudldauilelil4iians (User authentication) windufianunse
Wdeszuule sauddmaiuiuiindayan1sdnfiassuu (Access log) uasdayaasnasyminauiiames
viatl mslrans msldnussuvansaumaiudasliavis sghamnyauuaziiieme (Need to know

and Need to use)

/1.1.2 M3 "aw‘/’
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2.

1.1.2 maddsszuuieienng (Network access control) #esimusdumsnsidiessossuuasuiunes
M33u - de viemsinaivudeyarSeansaumerzdesinuszuumsinwmuUasnfefiedns
nassld 1 Firewall IDS/IPS Proxy vifensnsavaeulhianeuiimes Wusu ilenuauuay
Uaatiuseanauegiaduszuu

1.1.3 madissguuufiRnig (Operating system access control) iletlasiunsidnisszuudfiinig
Taglildsveynn Tnsdmuslifinisususauiossyfsnurosdldon nutsimualid
nssifasvezatlunsdeudeiieliiinuiunsaonfomnnd iy

1.1.4 msndelusunsudssendvsouaundwdunazasaume (Application and Information access
control) fasmunaninisdhisszuumalulafarsaune Tagliavsiane ssuuanumsaune
fifpsuftRnunihfivingy suddinamumudvdniadldnussuumsaumaesnsaiiaue

12 flsgvuasaumeauagsruudisesiiogluaniwniealdoy muisdiunueisandonlunsdanibunie
nsdlfliansodiiunsnuiBnmedidnnsednd 1y ielvanunsaldnuansaunaldmuln
a8 aLTlDs

13 svadeulayUssiiunnindeswesssuuasaumaogvaniae

2. wnufuRlumsivanusiuasaensovesssuuimaluladansaume syl

wuUfoRlumsinuanusiunsUasasevesszuumaluladarsauna sy, Tduumaagnssuauns
§eBemu 1) Ussmanaenssunsganssunsdidnnsetind Gesuulovionasuunufiilunsinuanasiuag
UaeasofumsaumArenienuy wa. 2553 2) Usemarngnssunsssnssunsdidnnsetind Ges sy
nsfnuamiunsaenisvessruuaTaLImMANIAENTLULUADASY WA, 2555 Lag 3) UmIgU ISO/IEC
27001:2022 Tnsutauurufshoondu 17 @ auenasuuuiineussma dwioluil

2.1 ulsuiemsuimsiamsmnusiunsasadodmiuguivnis (@i 1)

22 anusuasUaenseieaiuyaains (@wi 2)

23 mainwnasiuasaondensmeniwiazdaindes (dd 3)

2.4 msdanmsmingau (@i 9

25 msdam nmsiaun wazmsthssinuszuuasauma (@i 5)

2.6 mamuguaifeszuumeluladansaume (@i 6)

2.7 mamupumadifeszuuieietneliany @wil 7)

2.8 mIsmuauvhsnuMeusnuazldn (yaraneuen) ihdsszuumaluladansaume (@wi 8)

2.9 mslfueiosmeuineiuargunsalindouiives sy, (@il 9)

2.10 msldnudumesidnuariedsrmooulatl (@il 10)

2.11 msldauannedidnnsetnd (dwi 11)

2.12 msdsestoyanazmisiivinudeyaasasmaneniines (duf 12)

2.13 MsnTv@oULazUsTiiumLIAss (Fufl 13)

2.14 msanelou LLazmiLLaﬂLﬂﬁlau%’@yamiamm (il 14)

2.15 MIAIUANMSLUITHA (dhul 15)

2.16 msthgunsaldrudiunldau (Bring your own device) (@i 16)

2.17 msl4u3nn3 Cloud (Cloud Services) (daudl 17)
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Uaaasielunisldanuszuumalulagasaunaves s, Fayaainsves swa. mhsnuneuen saugldusng
STUUATAUWAYDY 59U, TNedITasazResUifnuesg1ansnsn

3. nsdlszuunenfiameiniedoyamsaumeinaudene viodunsela 9 unesdnsniefnilsgle
Suileanananuuanses aziae vieriunsufoAinunuiulevistazuui foalunisinw anmsiuns
Uaeastaduansauma §iamsmssalivudunavsuuiaszmelng (Chief Executive Officer: CEO) {ug5uRomau
formnudes mudene wiesuameiiintu uasdidunisnssasudeifaatinsditssuuneuiamesuie
foyaesaumminmumdsmeviosunnela q uimhomuwideivilale suvidifineanadeumgduans

o

weugllvlddaduionuimun 7 Ju duusdiuigidmnaanny

Usema o w19 Sugneu w2568
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AT 2 AT ITUASURDAR TR ITUYABINT. oo 4
Al 3 MIFNYIANNIUAIUADAFIN P IUNEATIIAZAINIRGON 7
FVUT 4 ANTIAMITIIWERU et 8
ddl 5 MITAM AMIWAUN WAZNTUITIENTEUUBNTAUNA e 10
@il 6 MIAMUANNTINTITTUUMATUABENTAUNA oo 12
AT 7 MIATUANNTINTITZUUETONIBIFENY e 22
dudl 8 mamupEmhsnumeuenyEoldiumeue i iz U UL TAUNA. 23
gl 9 mslinuieiesnoufiinefuargUNIAlAROUR U89 THIL oo 25
dudt 10 MelFauBUMEATNLaAOEIALEOULAT 28
A 11 FITNURAMINEBIAANTOTNA e 32
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iluldusslondlunisudms msmawau nsinaula wagdu 1



18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.
29.

30.

31.
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(Intranet) szuuduwmesiina (Internet) 1Uudu
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(Authenticity) AuSURA (Accountability) M3ANULasAU5UERA (Non-repudiation) wazmnindede
(Reliability)
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novfmeSianatetefidouleadetu deyafidmnduldisindnes nmde aminafin aedenln
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puddsiiiivualy
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guUnsalindeuil (Mobile device) vanefls gunsaididnvselinduuunnm sfienuanansalunsidensioriu
sunsalBuliieudsteyarinuszuuinietelnsauunalfanevielnsodonduusimaniniidudenans
Wi Tablet, Smart Phone

ningAuves sulu. vuneda Azt sy, woeenindduildfinstunsdeuasfusii siu. daass
susznaniodualdeliimuaniousdn

guUnsaldus vieds gunsaifililinindauves sy, AflFnuihudeudefussuuasaumaes
iy, 19U 1aTesnaNiinesdruyana (Personal computer) LA3asABLRLADFNANT (Notebook)
gUnsalledeuil (Mobile device) Removable media yiegunsairesfiamesvadlasemssaliin st
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ngUszaen
= ielildeudilafisunum wihfienuiuiinteu sadeunisdnenu serinmsdienu uarduganio
Wasuwainsiany sasaaunszminiefoanaunasgyiifeidesduanuiuaslasnsovos
ssuumaluladasaumaiiioannudsssuinannsulug nsdelng nsldussuuimalulad
asaumaiaingUszasduazaiuianainlunisujoanii Geenadenansznuniorinlyi sy,
\inAudevie
HYuRayau
" gernensihemalulagansauna geruienisiieninensyana gerulenisihe/dnin/dndinau
fiffuguanuiinsiinamisnunsuen
31989311M5§1U: ISO/IEC 27001:2022
" 11ASNNIAIUANATLBIANT (Organizational Controls)
" 11AIN1IAIVANAILYAAINT (People Controls)
wuaUf U
1. msa¥eanusiuasasnfunoun1sd1asu (Prior to Employment) tlefnassyaainsneuiiagidnun
Uty uagiileanaaidsaninnisujianuianain n1salue nnsdasuuvas waznisisyuy
asaumavieninernsansaunaves . Tllumsitldangan suiadeligldnudlalumii
ANNTUHAYDUVRINULEY
1.1 msnsiadeuanauURvesaling (Screening)
s, vizerney/diin/dtineu Afiuguanuiiiimsindrasnumeuen/yarameuenFewsINAeY
auautifvesadas (lansdnsdradundnem gnin mehiemhsnunguon/yananisusn
dieuFuRnuls sy, sauialAmindnuiiineu) Tnedadinsdodliinenssyhinngmne sudeu
fotay vitetiessn Tavidlifivseiilumaynn uily viane vielasnsandeyalussuumalulad
ansaummiey LagdlnnauRniud s, fvua
1.2 mstvuadeulunisdnemu (Terms and Conditions of Employment) msindisliifidoule
nstsnulinseunguludestselud
121 fvuanifieuiuiaveusiumusiuasaendosuasaumasgraduatednuals s
(Information Security Roles and Responsibilities) uildau lngimusliaenndeaiu
ulsuenruiuasaondovessruumaluladansaumaes s,
122 awualidmsasunludygregliidameanuaues sw. (Non-Disclosure Agreement:
NDA)
123 syvumaluladansaumaiiaaSoimulaeldonluszninmyinde deduduning
V09 .
124 dwusenusuiiaveuvieunadng vngldnulivioRanmileuensimnmmasiunsaend
vosszuumeluladansaume sus. saum nouane sudeu dedeiu viedermundu 4
ARedestumsnuasiuasaonfevesssuumaluladan saumea



2. msafeesiuasasnsisluszsitensdnsny (During Employment) Wieaismunszmiinunglday
RerfufeiifdesiunsufiRnuasauna suddimmdideliannsatosiufosanald

wehlunsusmssanisniaduausiupsUaende (Management Responsibilities)

fusms sul. ynseduduiindhfiatuayuuasdaaiudesduiold uigldom

2.1

2.2

2.3

2.4

2.11

2.1.2
2.13

UszmendleuemssnwemsiunsUaendesuamseumees s, Wuaednuaidnuslinnay
FunsrunazUURnny
wdlaliglinuujiinandeuvienssnnanuiuasasndosuasaumaves s
afamnunsznindannnusiunsUasndefuansaumnaiifeidesfunifianusuiavey
VDINULDIALUDY THY.
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RRRNGHIHE
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AldnudemdamsnisalliunfsumelulaBasaumeafinuniugomned sy, Avuelaesanan
MsfmuaUNadng

24.1
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ulsusuazuauiualunsinvienusiuasaeadeiuasaumaildldnelsindns
yengranefiviligld nuiuReusiagliuuRmmlsueuasunufoRlunssnunausiung
Uaenfuansaume uavglinusnasdusesfiazlifndunsla 4 mengmnese sws. sl6
UftRnussdoui wingelsfinumngldnunszriinisazdiavsenseyhinnuuleuiy
wazwUfURlumsnvanasiuaasnsasaume enaiduaiiamaouazdumg
Tgnadlnumadidole svlu. lifldusuiinveudonisazifiandndaumadyaiiaain
nsldszuumeuiames
nsRsanlnegnseyiin
fdandinsgyinnuiio dvn. ssdfinaeudvdnisldnunazeradumnuianeidy vie
ANaRRALN e TAEITes
1) winawgninsiidiuwdeszdiauleuemsinwmmsiuanassfevesssuuimalilad
ansenme v, FesgnadvumanszuaunsAiteves svh. sadsngrneifeides
2)  wihsnunMeuen/yaranigueniinizvitanuie agilnumuiissylludynvie
gnuiinaoudvdnisliam saudsiudunsmungmneiiiedes
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nmsnenneudnilunisiids
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311 . Foewdsldl dvv. nsuiuimandnauinisateen lendne inBuu viededin wie
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AN m’maaumﬂﬁzmusyuumsaul,mLLaq,aamauawﬁiumsmmmwmiawmﬂsuaa
9.
3.2 MsAUAUNSWEURY TN,
HauassuudosrraaeuiiteifonAuduningves v, :ndlfnu densdugaviomadeuntas
A15971991U
33 p1snennoudvslun1sidngs
331 fguasruudesenneudviluniadiieslfou deduaavieidsuuamsienu
3.3.2 miaamaau%w‘éiumwﬁﬁwmEmuﬁq NNNWAIMN (Physical) wagn19955ny (Logical)
Wi nagua Unsuansau Unsusedidagldau wasUnyddldonu iusy
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UINTNITATUANMIUNEAIN (Physical Controls)

LLm*ngum

1.

HALATEUU ADI0BNLUY AL mmaﬂmmmaiuuuauuauu (Facilities) Lwaﬁamummuumﬂaama
ATUNBAN Wy aﬂﬂsmmm‘waq iu‘U‘U’s’i’ﬁ@ﬂIW‘ﬁ’] waaruialvi iu‘U‘U‘lJi‘UE]’]ﬂ’]?iLLauﬂ’JUﬂiJﬂ’J’]iJsﬁu
ST ‘ULG]E]UﬂEJU’]’i’J LLaumawm'imw'iﬂmamqammua
wmLLasuuummmmmaﬂﬂmmiaumﬂ"[,umt,iﬂ (Rack) viseanuiinifinuiunasndouasiinistnden
s’imaiuw mammiﬂamumsmLuaﬂmwamsaamsmamalw Hlndinsansudayeyrau (Interception)
vietimudsmetiaiu Immum'eNLmumEJLﬂl:uamuwaiaamamawNmumsmmumﬂaamsmﬂmitfznm
LLaulmmumamuwuwLsmmimamqmmimu suanaindadeansuazansliiidosenaniulaed
SypzaTimLnzEy
maﬁmum‘u‘%L’;mﬁﬁmi%’ﬂmm’mﬁumﬂaamﬁa
muumwumaqauwmﬂiuiasjmiauww q agnawinzay Wwadumsdhseds AIUAY m'iiﬂmmmuum
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iuUULVI@IuIaEJa’ﬁaumﬂ@@ﬂL‘U‘u ) )
4.1  fufivhau (Working area) nuneda ﬁuﬁamﬁqm%mauﬁ'gma%dauqﬂﬂaLLazﬂamﬁama%ﬂNﬂWW
fiuszi iz
42 iufidaiuioyarouiunes (Data storage area) gl fiufiguduestoya (Data center)
N13AIUANNITIINREN B1A1S anud
5.1 m‘mumawﬁmmmﬁumuuammmmmauaﬂiuﬂmmmamum Tnoudauenld fail
511 Hauase Uumaqmwumawmmmmmmuamm _ 980 warmuunYesTezafidans
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5“U§1'musumwmaﬁ?u 5 NOUTINIDIANTVDY T, 1 UnsUseandauszrvu "Lumgmwﬂ’uéﬁ
WHuduy Lmuumﬂsuaua‘umﬂuamuumﬂmaivummmiaumﬂ
5.1.3 wmamumauaﬂ/‘uﬂﬂamauaﬂmmmmamaqm‘ummmma (Visitor) miqwmmmiamuim
mmumaammmaﬂu Wiy, uazAutnsHAAse (Visitor) NoUeaNaINBIATVRL TN
5.1.4 mwmmiﬂmmmﬂaamm (5Un.) maqm’maaummma aﬂﬂ'ﬁm wzamammaaﬂwam
UummaiwuUmiaumdmﬂmm
5.2 HAUATEUU maqmmmmim - aaﬂwummt,ﬂusuamﬂamwmai (Data Storage Area) lmiws’ilmamﬁ
idala ImamwumwummiamauaumLLakuwmimeman ﬂauaﬂmmmiaumﬂ
(Unpack Area) ﬂaumLsmwummﬂusuauaﬂammLmai (Data storage area) way maqmmm
n15 191 - 88 waamammiLmaﬁvwmiaumsﬂLLawua:uamiaumﬂimalmlmuaumm
TasUftRmudunoud sul. fwua
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UIMTNNIAIVANAIUBIANT (Organizational Controls)

UINTNITATUANAIUNEAIN (Physical Controls)

mmmamuquﬁmmﬂi‘lﬂaa (Technological Controls)

WU UR
WNANUTURAYUABNINGAUATAUNA (Responsibility for Assets)

1.

1.1

1.2

1.3
1.4

\Nv0ITRYARAYHAKATYUY ARITINAUTAYI U InSnddu/meidouninddu (Asset Inventory)
waznumunsSounindaustneosday 1 as viteilefiniaiuasuulasiddeddy
Wvesteyauariguastuu desszylinvemindduansaumannsionis tesuiaveugua
mmmumﬂaa@mEJa’lﬁauLﬁnﬁmaamwamqm'ﬂﬁwu

Westoyauasauassuy Fosfenfunindaumsaunadiodugaviaasuuamisinsny
fldnudeddmingauasaumeaves s, og1sszingeds warldifteufoRauves s, whiy
st foRmunguans seilou Fetidu wazuloune ves sul.

AM5IMUNUTENNVBINSNEAUANTAUMNA (Asset Classification)

2.1

2.2

vosdoyauariauaszuy Festuuntssiannindaumudunoudl sy, fvue wasnuny
nsduundsnaeasinae

Wwestoyauazipuaszuu fesdaviiiedonindaumsaume (Labeling) TidLau weaadnlsis
inpsmIguansinANLsuAtaent s saUmATIAenAdRTUUTHYIM I NS Aunse R Ut uA LA
7l 59, f1vun

msdanisietufinteya (Media Handling)

3.1

3.2

3.3

Wvesteya fauaszuu uazdlinudosmuaunslidnulazinifvdetuiinuuunonvieseriag
fuieBosnonfiinesle (Removable Media) mail v, f1vun
Wvesdeyadosinsidhsadeyaisouln (Sensitive Data) wos sviy. AdaAvegludetiuiin
wuunenld

Whvesteya douatzuu uay sifldudosharedoyaddnlugunsalfetuiindeya uiludeya
pudunouil s frmun Imlmmmsaﬂﬂusuamaﬂaumlmaﬂﬂam zMIngunsalfinaivie
ﬂaumum‘gﬁyﬂmimaumqﬂmmuulﬂ%mumaLwaﬂaaﬂulﬂmmimmsuazﬂammmyﬂm
Tnsfinnsanimahanedoyauudesuiindeyausasssinn fail
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Bwestioya fauaszuu uazdldom desdinstestudetuiindeyaildniudoyaamsaumna Tunsdl
fiimandeutheifiotesiunatdstoyamsaumdlaglilisueygn gnilUldnuiainguszasd

suidasiudetuiinteyalililasuanudsme lneshwianudasaduansaumnanudunaui
59y, AU

MIUIMIANISANABUANLSTU (Configuration Management)

4.1
4.2

4.3

4.4
4.5

AUsAuT Aot mua I enIsusmsianseeuilnistu (Configuration Management)
ARuaszuUABIfInuAA1 Minimum Baseline Standard et uuiasgiulunisnisnsaives
sPUUUURNS seuugiudeya svuuau uazaunsalieierisdeansang  sdralumednualdnes
wazsiosnsnumuliulssbndutagiuedaieslas 1 Ase
AQUATEUUARIMUANNTIUAULUAINTTAIAYRIsEUUUURNS Seuugudeya SUUnU uay
- R | ] ] a wa a = =
guUNIalAeUIedDaTIAe 9 aruTuaeuUURnismuaunisdsullamseunlussuud snu.
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819993M3gU: ISO/IEC 27001:2022

mmmiﬂ’mﬂuﬁmaﬂﬁﬂi (Organizational Controls)
mmﬂ’liﬂ’m@uﬁ’mmﬂiuiag (Technological Controls)
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1.
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11.

12.

fsfudaye desmunuliiinsimuadennasazmuiuiiaveuiiiierdesfuamiuidswiunusiuag
Unandeansaumaadludyariuglvuinmneuen laglviaseuaqusiunagsuinieme
fosiutiymdesmunslifidennas (Sign O Aeualdnuszuuads (Production) visereuds Go Live
Houaszuy deadmiderimunlaesyyisnismuauanuiuasuasadoiuansaumeaiiaennds i
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LUNIUAINLINTZIU OWASP (Open Web Application Security Project) Top 10 %38311915§14 CWE
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fpuasvuudeseenuuUlAsEINNITIneIEULNILGY e fiureunousy Go Live
Quaszuy desiinnseenuuuszuuiiiensivasudeyaiiozfuidigueundindy deyaiitinainnis

el e

Ussanana wazdeyaflegsevinnsussinana Wennamuastosiumiuldgniesiiietufudoya
W ndeANIIaY (Buffer Overflows) nslafuusiinuseiny wagdeadlinasnisdesiuvseaiuny
AUALLNAI T2IIN1TUSEINaNE (Rollback)
{Jj@LLaizwéfmﬁmimmmmilf?hﬁaLLazmuammﬂﬁsmuﬂaw'%aLLf’flﬁzJizwmm%umauﬁ 59y, AYUA
WlamuaunansznuiAniy

wmLLaiv‘U‘UG}awmmimmuﬂaauuﬂaﬂm 9 devonlduisildem (Software Package) TnewAsuuyas
wgisduity LAZAIUANYIN 9 mSLUaEJuLLUaaasmmemmmumaum sy, fAuun
N@LLaiuwmadmﬂmmime Source Code Trignislaanig mwua‘v]ﬁmmu

AUATTULFBIEAY Source Code Review Litevntoiianaiaviedsinynfuazusulss Source Code
Tvtiaaunmn

ep e

ALATTUUABIAIUANNITINES Source Code H1uYaIn1Induaslaendauariiugoanian sny.
Myualildanuminty

o €22¢

v [

[’Qlj({]jLLaiu‘U‘Uiﬂ’eNUWUQGU’EJiJaa’J‘L!UﬂF"Iﬂ (Data I\/\asklng) (ﬂLﬂ‘U’e]EJI‘L!iuUUﬂ']ua’]‘Ja‘umﬂ(ﬂ’JEJ’Jﬁﬂ’]i‘Vl
NN EAS Y

AouasTUUABInansteyaverldiuegsiany wu nstatateyadAtyvassldaru (Sensitive Data
Masking) tHusu
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Aududiudmvegldnu
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FrumuifunsUaenfmsaume uazmsuiRnmuduneuiifendesing 4 i sy, fvusld

QUATEUY Fasinmy anvaeusIsny vietufinnsliuinsvesyana/mhenuneuendliuinisua
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NUIBUA LY QY110 NANLELD
AAUATEUU Aodgualimsndduansaunaldsunisun3ed nykasdouuguauaAINfeINIg SINTA0
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Hauassuudosiansanidentd Version a1 Software fail
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" ypsmsauAueunAlulad (Technological Controls)
wuIUAUR
1. MImuANMfesEuvaIsauwme (Access Control)
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141 lsdeyapeligunsalindeuiinldszuuufifnisdadie (Obsolete Operating Systern) itldfanu
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2)  deyauavansaumaaiuay e nsans (Strategy Data) loun Yoyauazansauing
FRvINEieatuayunsa v aiusiwssynarmansves sy, ussqudmuney
FITaLaTIHEUNIULARSUUTNIIAg N

=

3)  deyauazansaumediatuayunisufiRnuuszd (Operation Data) lfun Teya
atfuayumviailuves syl
152 daudsszauauddguesioya sandu 3 szau fe
1) Yeyafiilsziuminddnann mnefs deyafilidmsvativayunsindulavesiims
2 deyaiilsziumnddiyuunans mnefls YeyaRltUFuROUeNEAGINY Waun N
wserhe/diin/ddna aelussang
3)  douaiiiszdiumnuddnyies maneis deyaiintinnu/gninanigly su. aiunsa
Windaruiulavseannsawmeunsia
153 dnutsdduiunnuduresdeyaniud sy, fivun
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VDITBLALATHALATFUUABINVUALIAINSINT T UUANTAUNA

Hauaszuudosiiatemneniadifsszuumelulafansaumanutoms fil

1) n3eviuneluves sily.

2) ATeYgnnguean TN

3) 1e3eveBundnlily Wy svuuieSediedoansteya GIN

Hauaszuudesiiugua Default Permission vaslwd (File) ua Trawned (Folder) fia¥atulsis

msdrindvslun1sidng

Wvesteyauaripuaszuu desinsandorimunsng q Ailnamsngrnedaferdesiunssom

ansfunsUaendoansaumaes sy, wu wes1 iR VoM MUANNVILNY Tanmiumtudoyey

wazdoruamsiuauiuaasasedu 9 1wy Wermuadvdmsdhisensaumauagssun

walulagansaunaves .

wesdeyauazdguaszuy fesinsasumudvslunsidfazuumaluladamsaumaeg1sasiniane

wouafinnoudviiilonuiudviligniowmnudvilunisidnis (Authorization Matrix)

MsusMIIAN1sNsiinfiavessl¥a (User Access Management)
Wmsmuaumsamzdoudlianuy mausmsdanissianiy Msusmsianisansmslynussuumalulad
ANTAUNA WAZNINUNIUANTNTIIR VB IYY

2.1

nsasetleuldary (User Registration)

211 fouaszuudesudmsianisuazmuautyidedldan (Username) flfinsldanuly?
Foldarutniu vl ludruvemiinew/gndne sviu. Timuedodldau (Username)
MasnAsgIUInnediEnnsetind (Email) 7iltlusdns

212 Wweseyadoududeyiifnisaiaindildsndansn (Temporary User) uazdosinin
Pranamslinumiiudu
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2.2 NUIMSIANTTIRANIY (User Password Management)

221

222

2.2.3

224

2.2.5

2.2.6
2.2.7
2238
229

2.2.10
2.2.11

2.2.12

Hauaszuudesimuastariunuuiiasmlngldisnsdy uasdeduliiinsiasustany
Sogldrudldrussuuluadiun
Hauaszuusesimunauemvessiasny fil

1) douaszuuiiaiue1iegutes 16 wiein

2)  fldnuiienugniegatiey 12 an
AouaszUURBIirualrdnsBuduinuuuuratetdade (Multi-Factor Authentication)
ANUANUIEEY
AauasyuuResivualisviaduiliaudutou Ineusenaume Fagnys Mmiay uazsnuse

a |

Ay WU @2 09) (@, #,&,“,,%=<,>,%,5, +,2) {Juiu
HauaszuudostmualiimaSouuassvasn il

1) Hguasruudonudsustakiun 4 3 ieu waglidnfusiaimuiu 3 adiraunth
2 {lnufeaddsusiariunn q 6 Weu uaglidiusiaruiby 3 afadounth
3)  fldnuBsszuu (System account) Iiiansaunasusiarnumueamszay
wasyuudesvualidin1sidnsiateyasiasuluszuy

LATEUUADITAILNITAIUAN STAR U TN

D) D e

Y o 1 o ad v o Y ax =i Y
waszuUResndsUiverltin (Usemame) uagsitasinu (Password) medsmsiiaensie
LaSYUUABINUANAUATEUUU URNS seuugmideya uayssuunuansauma (Application)

D e eXp ¢ X
e

[

imAuTTdldnuwassiaiueg 1atunn Ingliddddamzdguassuunlisuaugn
Wity
aaa o

HOLATTUUABIIMIUATS MV enszuIuNsEuduimiUaensie W nsdliausaniy
auasruudesmrualidliuing Tsiaiueguiunsasndy Al

el @

nsdlupUnainduiialy
1) fvusaugnsiaiiuestes 12 van deuszneusie ddnus fuau uay
gnusziey 1w (@-2) (09) (@, #,&, “, % =,<,>,%, 5, +, ) 10udu
2) swasudedliidudiiaiaanldde Wy dieglunauiynin Je-urvana
FuiioutiAn fieg viseruesTnsdny Wudy
3)  lisuliuAsusiarinu daidues fuaruasiaslalunawdeusvianinu uasssuy
Fossosfunsidsusiarulunsdlsing q fedinisfivasade
nsdlupunainduildnusingunsniadeud (Mobile device)
) fvusastarulagld PIN code 3oswaruiidudou (PIN/Password Complexity)
Tunsdl PIN Code #esldswaru 6 anauly
2) hitsduliiAsusianiu saiituegfuauateslalumaudsusiadiu uay
syuUeseasuNaAsusiannulunsdeng q feinsiivaensde
Hauassuunasifnudeddsiamhuatianndty fil
1) dosimunsiasilianssamanildine Wy dieglunauynsy “querty”
“abcde” “12345” Fo-unana Fueudiin fleg ielueslnadnit Wudy
2)  setlldnusiariuleenisdldnulaednlul@ laun nsfiinuea “Remember
Password” 1Hugiu
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3)  Foudusiamiuliidunuduienzyana BiawmeliiBusunu wazlsifis
sasuludnuaizUaiee Wy Auisiaihudevihdldouauduy Hudu
a)  dodalivndtedlfnunarsiariusmdutuiou uhyddedldnualdsuns
onwanivesdedldnuyanatuia
5) douddvunvassiarinuilefinsufaieuninszuy vieasdeinsiasiiuaisd
Tnoyanadu
MIUSMsIanIsans (Privilege Management)
231 foutyriesimualiiturouljifdmiumsamadeou mafudvd madinneuds
Mswasuulasav’ uazmsmunudvsvesldnusealuaednuaisig
232  dmusdvsivanzauiugldnunuanusidulazaenadosiuniiiauiviiaveunay
JaiuUse R (Log) nmsameileu MIALEVS MsLfinaeudns wasnisiUasuuladns
URNARERY
233 wesdeyauaziguaszuu Fesdaliinsmunuiazdfnavslunisldnussuun
ardndulunisléonindy

1) anslunisasreteya (Create)

2) avslunisedeyavideiFungtoya (Read)

3)  avslunsuiuusadeya (Modify / Update)

1) avslunisaudeya (Delete)

5)  Avslunisueuninednslunisaiunisuny (Assien)

6) avslunsiusesmgniensuduvestoya (Approve/Authenticate)

I '

7) lalflans

234 Wiveseyawazdauaszuudendueudfnisliansiiedfsasaumaniossuy
waluladasaumdln o egraduanednualdnus

235 wesdeyauazdpuasruu desdrfndrwugldauivihmiiidudliansfudldou
Tiloofiganuanumsnza

23.6 \Aveileyakavakasruy Aeedninssuziainstitnussuumaluladansaumaves
¥y, uAvhsnumeuenidiunuFuRausmiu s,

237 Wwesdeyauaziguaszuu Feadaliifimsnonnoudvivioasuuiasdvdnindndeiud
dlefldeunden Wasuwamihfienusuiiaveu Wasuwamsisu violifamsidy
Tunsldanussuumalulagansaume

238 fouaszuudesauriosziumslitnuavsvesfldnuiiindusyuy (Default User) Tunsdifid)
mnuddudeddausiosimunsimiuediaiunmasade

msnumudvsmsiirfeesldanu (Review of User Access Rights)

241 Wwoseyauaziguaszuy Festimsasumudvsmainiwesfldnuszuuile s, fims
Wasuulasszuumaluladansaumavelassainanadng

242  gouaszuu desdimsasumuunazsziunslidaudndildnunlildldnuunniu 180 Ju
yngfldaudesnsnduulinuazdedudusmils dw. nau sl ssepnailildldon
voatydglinuoinazdusgfunsarszunansaume
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nstesiugunsaliilififgua uagnismivaunishiidunindansaunaddgylilunilivasnsie
3.1 nsdesiugunsniiilaifigua (Unattended User Equipment)

3.1.1

3.1.2

3.1.3
3.14

Hauaszuudesdnlitinnsnmsdmiutiostussuunenfiumes szuuiadetnsdearsieya
uazszuumAlulagansauma lnensivunawessyuy (Configuration) Thimsaenviines
dmugunsaliilsifintnaugua viedengunsalogiaue

i nuuagmisnumeusn/yaraneuen dosdennthassalusifidlelifinsldnusyu
welulaBansaumaves s suszeznaiinmun Taefesinutiae (Screen Saver) nlusTi
v§snnilifimslinuaosiamesifuszesnannunin 15 wit flénuuasmonumeuon/
yananouenagltausioldiilesinsldsianiigndoes

s’ﬂmmumaq Logout aaﬂmmmamamwmaiL:ua:ummmmumaqaumLﬂsmﬂauwmas
gﬂmmmmf]mﬂulﬂmau%qﬂﬂm Wy ndeaRdvia n3esdunlenans tadesauny
nansinglilasuoun

32 msmuRdunindansaunawazmslinussuunauiawes (Clear Desk and Clear Screen Control)

3.2.1

3.2.2
3.2.3
3.24

AaruTysesivualilsuRaveulunsauaanunningiu - dunnd viseannneg
N — B8N

¥ 2 a I3 o a oA o [~ ¥ 1 ci'l =K%
AldudeteandnszuuneNiiunes (Logout) viuil iednlusesUdesdlaglsiiitaua
Aldnudesdaiudoyadidguandiamn wastestulidmiudasaivogimmeliies
;ﬂ%ﬂﬂuﬁaqﬁwLaﬂm'ﬁaaﬂmmvﬁaqﬁuWﬁuﬁﬁﬁuﬁmum%

nMsAIUANNSIDaATeY (Network Access Control)

TfimsmuaumslfauEnsiederts msmuaumsigaismudmiugldnuiegneusn s mamuas
msfigaufnugUnsaiuueiette nstiosiunesn (Port) AlddmiunsaeuLazUSUssTEUL MsuUwen
\A3e%e (Segregation in networks) B81AMANZAN NMIAIUANATLTONADNIUATOUNY LAZANTAIUAN
MSMTUALEUIULATEYY

4.1 msldeuuinisiaiedng (Use of Network Services)

4.1.1

4.1.2

4.1.3

414

4.1.5

{AUATTUABIAIUANNTIHEUNS LU ITEUUIAT e 8deansToya (Network Diagram)
yufslasaains IP Address Jo3zuu wardegunsaiasaumenddldlasueuanuie
MILNUNGUDN/YARANIEUBDN

dauaszuuiesmuaumslinuszuuiai et edemstoya tetlesiunsthiiszuuinietne
aamisuamaLLauU'im'isuaﬁuUULﬂiamaaaaﬁisuauaimalmlmiuaumwm
fauaszuudesmuaunsifouseawietnameuen delfrnBumonin Ssoraduemis
iguaguen/yanantguaniiisasaunaiessuumalulagansaumeuas i,
Tnedilasuauge

dldudadennulseasdlunisveldnuuinsiaseienn Wnn. wagaiunsalduinig
wisetngldvanlasuniseydfiann W, uan

iy deslildszuuinietedoasteyaiioiduromndlunisiansssuy (Hacking) wie
nsauNuedlnivessyuulaedllasuatgyIe

4.2 msiigadsnuvesldnunegnieuen suu. (User Authentication for External Connections)
AALATEUUABINIMUALEN1TRgAURIAUNIUTEU Active Directory 989 5. fouayyInl
Alduniegniguan s, iWldnuaTeTelagsTUUANTAUWAYEY SN,
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miﬁqﬁ]ﬂéhmumamﬂmm‘iuizuum?aﬂwﬁamﬁauﬂa (Equipment Identification in Networks)

Hauaszuudesimunlitimsiigadinumeseunsallussuuesodiedeansdoya loun nsnsieaey

MAC Address

nstestunesaiilddmiunsiaaeunazUsunseszuu (Remote Diagnostic and Configuration

Port Protection)

fauaszuudessziuuinisuaswein (Port) lifianusndudeddduuaiesnoniiamesude

gunsalirseuny

;3@LLaiz‘U‘Uéfaﬂaﬂﬁgﬂiwumwﬁumwﬂqﬂ (Instrusion Prevention System/ Instrusion Detection

System) UB9T¥UULATDUNY

NSLUILENLATOUY (Segregation in Networks)

4.6.1  Hauaszuudesdnlilinisuiieninsetienunguue e vienquuesssuumalulad
ansaua iemuaumstimiuusagieSetegegogamngzay Taefinsananarudess
Tunsidndsdeys seAuaudAyvelaya IAMITHTUINIUTIA Usednian uaz
nansEnUTsiuATaaenese U

1) edeteiieyglidiinneusniaziaietieldnelu s

2)  \ei3etneuaUnAd (Application) Tiflaudytueioviedu q Afmud sy
Weenin

3) nsetnedmiuiAsedliuInng (Server Farm) Auledetnevesldau aasiinng
Anssgunsaifianansoutseniedonsld W Firewall vide Switch fianunsn

WU VLAN o 1dudiu

4.6.2 Q’@LLaiuUUﬁ]uﬁmumLﬁumwum‘%asﬂ’mﬁLSZJ’mm WasnenswnsseezlnaluanizeIatie
FvuainTY
163  fpuaszuudiesiaan (Configuration) gUnsniiedetng 17 Firewall vi3e Router il¥ansn

Uimsdamsnnnmeusnisternels uulunsdlanidudaeddiumseuamnngguaszuy
Wity
m'imumeiL%amiaWNLﬂ‘%aﬁdw (Network Connection Control)
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9) dodauinmsuaznein (Port) Alsidudusedduu Firewall
10) Firewall Uszinvadiuag (Software) Hesfndsumiadosaaufinmasuae
WENRTIN
11) Firewall dosaunsadeosiudiiosainnislaud DOS (Denial of service) Lol
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) mshiaseRuavslunmadnddid wu segiafen Wud

5 N15AUANAISKANTNY Nsifedeya N1511YeyaRenaNTEUUATAUNA LU
F1890U Wusy
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n1sufuRnuaInneuenasfns (Mobile Computing and Teleworking)

6.22 fuaszuudesmuaugunsainenfinimesuazgunsalindoudinaznisufiiauain
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UMINIAIVANAIUBIANT (Organizational Controls)
WnsMIAIUANAUmAlLLaE (Technological Controls)
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YOANUAKEN: N5 (Planning)
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